
CYBERSECURITY AWARENESS

How to stay safe online



Acronyms

• Two-factor authentication (2FA)

• Universal 2nd factor (U2F)

• Multi-factor authentication (MFA)

• Fast Identity Online (FIDO2) – Pass wordless authentication protocols

• Universal Serial Bus (USB) Key - A USB security key plugs into a 
device’s USB port.

• Near-Field Communication (NFC) Key: An NFC security key is tapped 
on an NFC reader.

• One-time password (OTP)



What is Malware

• Malware, short for "malicious software," 
is any kind of software designed to gain 
access to or damage a computer, usually 
without the owner's knowledge. 

• Originally, software engineers created 
malware for experiments and pranks. 

• Eventually, ill-willed individuals found it 
useful for vandalism and the destruction 
of targeted machines.

• If you notice a dramatic slowdown in your 
computer’s speed, that may be a sign that 
you accidentally installed malware on 
your device. 

• Additional information on Malware.

Figure from https://us.norton.com/blog/emerging-

threats/malware

https://us.norton.com/content/dam/blogs/images/norton/am/malware-02.png


What is a Virus

• A computer virus is a malicious code or 
program designed to spread from one 
computer to another, causing damage to 
data and system operations. 

• Most people unknowingly spread viruses 
from one computer to another by 
opening links to infected sites, installing 
unsafe software, or not taking the right 
steps to protect themselves from 
computer viruses.

• Recognizing a computer virus infection 
begins with paying attention to unusual 
system behavior. 

• Additional information on computer virus

Figure from https://us.norton.com/blog/malware/what-is-a-

computer-virus

https://us.norton.com/blog/malware/what-is-a-computer-virus


Ransomware

• Ransom malware, or ransomware, is a 
type of malware that prevents users from 
accessing their system or personal files 
and demands ransom payment to regain 
access. 

• While some people might think “a virus 
locked my computer,” ransomware would 
typically be classified as a different form 
of malware than a virus.

• Hackers use ransomware programs like 
CryptoLocker and WannaCry to hold 
computer systems hostage until they get 
paid.

• Additional information on Ransomware

Figure from https://us.norton.com/blog/malware/types-of-

ransomware

https://us.norton.com/blog/malware/types-of-ransomware


What is Cybersecurity?

• Defined as "the protection of computer systems and networks from 
attacks by malicious actors that may result in unauthorized 
information disclosure, theft or damage to hardware, software, or 
data..."

• Wherever there is technology, there needs to be cybersecurity.



Feelings Toward Cybersecurity

• 78% of people consider staying secure online a priority

• 34% noted they often feel overwhelmed by information and, as a 
result, minimize their online actions

• 46% felt frustrated while staying secure online

• 39% of users trying to keep safe felt information on how to stay 
secure online is confusing

Findings from Oh Behave! The Annual Cybersecurity Attitudes and Behaviors Report 2022

https://staysafeonline.org/online-safety-privacy-basics/oh-behave/


Our Online Behaviors

• Only 33% of individuals create unique passwords for all accounts

• Only 18% of individuals have downloaded a password manager

• 43% of respondents have never heard of multifactor authentication (MFA)

• Out of the 57% of the participants who had heard about it:

• 79% applied it at least once and 94% of them reporting that they were still using MFA

• 92% of respondents took action after a security training

• 58% say they are better at recognizing phishing

• 45% started using strong and unique passwords

• 40% started using MFA

• 40% started regularly installing software updates

Findings from Oh Behave! The Annual Cybersecurity Attitudes and Behaviors Report 2022

https://staysafeonline.org/online-safety-privacy-basics/oh-behave/


But an attacker isn’t interested in me…

Wrong! You are exactly what an attacker wants!
• Credit card and financial data
• Medical data

• Prescriptions, insurance, or identity fraud
• Far more valuable than financial data

• Computer resources
• Crypto mining
• Ransomware
• Jump point

• User or email credentials
• Sending Spam
• Recover/reset other accounts



4 Easy Ways to Stay Safe Online

Use Strong Passwords and a Password Manager
Turn on Multifactor Authentication

Recognize Phishing Attacks
Update Your Software



Account Security
Passwords and other authentication methods



Top 10 most common passwords 2024

Here are the most commonly used passwords & phrases used in passwords by people 
around the world – collected by the Cybernews Investigation Team.

1. 123456

2. 123456789

3. qwerty

4. password

5. 12345

6. qwerty123

7. 1q2w3e

8. 12345678

9. 111111

10. 1234567890



Use Strong Passwords

• Long
• At least 16 characters
• Consider using a pass phrase

• Unique
• NEVER reuse passwords

• Complex
• Upper- and lower-case letters
• Numbers
• Special characters
• Spaces



Use a Password Manager

• Why use a password manager?
• Stores your passwords
• Alerts you of duplicate passwords
• Generates strong new passwords
• Some automatically fill your login credentials into website to make sign-in 

easy

• Encryption ensures that password managers never "know" what your 
passwords are, keeping them safe from cyber attacks

• Most web browsers offer at least a rudimentary password manager. 
This is better than reusing the same password, but browser-based 
password managers are limited. 



Password Managers

• Bitwarden
• Bitwarden is secure, open source, and free with no limits

• 1Password
• 1Password has apps that work just about everywhere, including on macOS, 

iOS, Android, Windows, Linux, and ChromeOS.

• Dashlane
• Dashlane actively monitors the darker corners of the web, looking for leaked 

or stolen personal data, and then alerts you if your information has been 
compromised.

• KeePass
• Free, open source, light weight password manager.

https://bitwarden.com/
https://1password.com/
https://www.dashlane.com/
https://keepass.info/


Multifactor Authentication 

• MFA is an authentication method that requires the user to provide 
two or more verification factors to gain access
• A code sent to your phone or email

• An authenticator app

• A security key

• Biometrics
• Fingerprint

• Facial recognition



Multifactor Methods



SMS Token Authentication

• A OTP is created using an algorithm 
and sent via text message to a 
phone number associated with the 
user. 

• This automatically generated 
sequence of characters (letters 
and/or numbers) is valid for a 
single login session or transaction.

• The user then enters the PIN as a 
OTP to gain access to their account.

• Drawbacks
• SMS messages are sent in clear text 

and viewable on the user's screen, 
even a phone's preview screen when 
the phone is locked.

• SIM cards can also be cloned and 
used in different phones.

• Man-in-the-middle attacks can hijack 
inbound SMS 

• Devices that receive SMS, including 
phones, tablets and laptops, can be 
stolen.



Email Token Authentication

• The Email Authentication factor allows 
users to authenticate themselves by 
clicking an email magic link or using a six-
digit code as a one-time password (OTP).

• Advantages
• Use strong cryptographic algorithms for 

token generation and validation.
• Store tokens securely, preferably using 

encryption.
• Set expiration times for tokens to limit their 

validity.
• Implement rate limiting and protection 

against token guessing attacks.

• Drawbacks
• Email account hacked 



Software Token Authentication

• How it works
• Requires the user to verify their 

identity via an app on a smartphone 
or tablet 

• When prompted for their OTP, the 
user opens the app, which gives them 
a time-restricted PIN to enter

• The app uses an algorithm to 
generate the OTP, which is 
synchronized with the security server

• Drawbacks
• Stolen or loss of device with 

authenticator app.



Security Key

• What is it?
• A physical security key is the most secure MFA option, since it’s a dedicated 

authentication device and resistant to phishing. 
• Many security keys use the FIDO2 passwordless authentication protocol and 

some can generate OTP or store authentication certificates.
• Unlike traditional username and password combinations, security keys 

require both the physical device and knowledge of a unique PIN. This 
combination makes it a stronger verification method.

• Drawbacks
• Loss of device, recommend having a backup device
• Cost, devices range for $15 to $85 each
• Limited usability, not every site supports USB security keys 



Turn on Multifactor Authentication

• Where do you use it?
• Emails

• Accounts with financial information
• Banks

• Online stores

• Accounts with personnel information
• Health care sites

• Social Media



Email Security
Phishing and Scams



Phishing

• Phishing is basically a scam that uses fake emails to try and steal your 
personal information. 

• The fake emails often pretend to be sent by respected companies like 
banks, internet service providers, credit card companies, etc. 

• They often ask for things like usernames, passwords, account 
numbers, etc. 

• If you click on the link in the email it will take you to a fake website or 
product that looks exactly like what it claims to be.



Phishing Types

• Spear Phishing
• Spear phishing is a targeted form of phishing.

• Vishing
• Vishing is a kind of phishing that takes place over the phone. 

• Angler phishing 
• Cyber attacker pretends to be a customer service agent on  social media.

• Pharming 
• Method that utilizes malicious code and software to steal your information. 

• Watering hole 
• Targeted phishing attack in which a cybercriminal compromises a website that is 

used by a specific group of people.



More Phishing

• Pop-up
• An attack that leverages adware and pop-up ads to trick users into downloading 

malware onto their devices.

• Evil twin 
• A cyberattack designed to steal your information using a fake Wi-Fi network. 

• Smishing 
• Similar to phishing emails, these phishing text messages usually use social 

engineering tactics and contain malicious links. 

• Search Engine
• Search engine phishing attacks attract users using fake product pages. The catch is 

that instead of being able to purchase the product, they’re handing over their 
payment information to a scammer.



Recognize Phishing

• Characteristics

• A tone that’s urgent or makes you scared​
• "Click this link immediately or your account will be closed"​

• Bad spellings, bad grammar​

• Sender email address doesn’t match the company it’s coming from​
• Ex: Amazon.com vs. Amaz0n.com​

• Requests to send personal info​

• An email you weren't expecting



Recognize and Report Phishing

• Do not
• Don't click any links

• Don't click any attachments

• Don't send personal info

• Do
• Verify email sender

• Contact that person directly if it's 
someone you know

• Report it to your email/phone 
provider

• Report it to the organization being 
used.

• DELETE IT



Looks Like Phishing
Examples of a few types of phishing or scams



Social Media Phishing email

• In this scam, the phishing email comes 
from an alleged social media support 
team, such as Instagram or LinkedIn. 

• The message imitates a typical warning or 
account notification in order to appear 
authentic and get your attention.

• How it works
• This scam email contains a phishing link to 

verify or login in to your account. 
• Clicking on the link could download 

malware or spyware, or take you to a 
spoofed login page. 

• Once they have your account information, 
scammers can log in and lock you out or use 
the login elsewhere if you have reused your 
password.



Phony Invoice Scams

• Scammers use fake invoices to get 
your money or your information. 

• How it works
• You receive an email containing what 

looks like a legitimate invoice from a 
legitimate organization for something 
you didn't purchase.

• If you pay the invoice, the money 
goes to the scammers.

• If the email contains an attachment 
invoice, it could contain malware.

• If the email has a CTA link, it takes 
you to a fake login page that is under 
scammer surveillance.



Account Suspension Email

• Pretending to come from large and 
recognizable organizations, 
scammers send account 
suspension emails to scare you into 
acting quickly. 

• How it works
• In the email message, the scammer 

instructs you to click on a link to 
reactivate your suspended account.

• The link may contain malware or lead 
to a page that will leak your password 
and account numbers.



Google Doc Scam

• One of the most recent high-profile 
phishing techniques, the Google 
Docs scam offers an extra sinister 
twist as the sender can often 
appear to be someone you know.

• How it works
• This ultra-sophisticated email 

encourages you to click on its link in 
order to view a ‘document’, which 
then takes you to an almost identical 
version of Gmail’s login page. 

• Once an account has been selected, 
you’re invited to grant access to your 
Google account, meaning the attacker 
has free rein.



Unusual Activity Scam

• When receiving an email or text 
stating that there has been 
“suspicious activity on your account”, 
alarm bells start ringing at full pace. 

• How it works
• The email asks you to click on a link or 

download an attachment to verify your 
account or resolve an issue.

• You are directed to a fake website that 
looks like a legitimate website.

• Fake website prompts you to enter your 
personal information, which is captured 
by scammers.

• Your information can be used for 
fraudulent activities or sold on dark web.



Update, Update, Update
Update software and firmware



Update Your Software

• Updates ensure your devices and apps are protected from the latest 
threats

• Don't click "remind me later", it could leave you vulnerable to cyber 
threats

• Automatic updates are the easiest way to stay secure. 
• Ensure that you backup your critical data regularly

• Backup critical application and device settings

• New software vulnerabilities are found every day

• Over 360k new malware (viruses and ransomware) are released daily.



Update Your Software and Firmware

• Software
• Check for notifications to your phone or computer

• Look in your phone, browser or app settings

• Check the upper corner of your browser for any alerts

• Regularly check applications for updates, recommend getting in the habit to 
check monthly.

• Firmware
• Check manufacture site for firmware updates.

• Caution – Updates can cause catastrophic damage if you fail to follow the 
instructions that the manufacturer provides.



Safe Internet Browsing
Be aware

Safe Browsing

https://www.verified.org/articles/guides/how-to-recover-from-a-phishing-attack


Safe Practices for Browsing

• Update your web browser

• Use secure sites only (HTTPS)

• Delete browser cookies

• Use trusted search engines



Update Web Browser

• Running an outdated version of a web browser is equal to missing out 
on some of the newest features. 

• Updating your browser lets you use the latest security measures and 
updated browsers get better at identifying threats and blocking 
unwanted popups. 

• Ignoring to update can result in your browser being infected to get 
information from your search history. 

• Check for any available updates on your browser and stay up-to-date.



Browser Security Settings

• Many people fail to optimize their browser’s security settings. But it is a vital step in using the 
Internet privately. Enhanced privacy and security settings, consider the actions below:

• If you’re using Safari (Mac), follow this: Preferences > Privacy tab and select ‘Prevent cross-site tracking’

• For Firefox: Preferences/Options > Privacy & Security > Content Blocking > Check ‘Always’ under “Send 
websites a “Do Not Track” signal that you don’t want to be tracked”

• For Google Chrome: Settings > Advanced > Content Settings > Pop-up and redirects > Turn on “Blocked 
under Pop-ups and redirects”

• For Microsoft Edge: Settings > Privacy, search, and services > Balanced

• For Vivaldi Browser: Settings > Privacy > Cookies > Under ‘Third-Party Cookies’, check ‘Block Third-Party 
Cookies’



HTTPS Sites Only

• HTTP is a protocol for computers, but it’s not encrypted. 

• HTTPS is an encrypted protocol using Secure Sockets Layer (SSL). 

• If browsers use HTTPS to pass information, even if nosy sniffers access 
the data, they can’t read the information. 

• As a user make sure that the websites you visit are secure. 

• Pay attention to the left side of the web address: lock sign means a 
secure connection; an exclamation mark tells connection is not secure; 
info sign means the site isn’t using a private connection.



Delete Browser Cookies

• You visit many websites daily that create small bits of code (cookies) 
to gather data from your browsing history. 

• Cookies can be useful (for example, when saving site login details), 
but they undermine your privacy. 

• Cookies can be stolen and used to access your accounts. 
• In 2015 Yahoo had a data breach where hackers used an advanced cookie 

forging attack and hacked 32 million accounts. Yes, 32 million, without having 
to use a password. 



How to eat Cookies

• To delete your browser cookies, see the actions below:

• Safari (Mac): Preferences > Privacy > Manage Website Data > Remove All

• Safari (iOS): go to Settings on your iphone > Safari >  Clear History and Website Data

• Firefox: Options/Preferences > Privacy & Security > Cookies and Site Data > Clear Data

• Google Chrome: Settings > Privacy and security > Clear Browsing Data > check-mark Cookies 
and other site data > Clear data

• Microsoft Edge: Settings > Privacy, search, and services > Clear browsing data > select 
Cookies and other site data > Clear now



Privacy-Focused Search Engines

• Do search engines respect your privacy? 
• Let’s accept this: tech giants know a ton about you because they track your 

movements online. 

• They can adjust their algorithms to limit or manipulate your searches.

• Search engine alternatives that will offer the level of privacy you 
need. 

• Some privacy-friendly search engines include DuckDuckGo, Qwant, 
Mojeek, and Startpage. 
• The biggest advantage of using these search engines is that they don’t store IP 

addresses and user information. 

https://duckduckgo.com/
https://www.qwant.com/
https://www.mojeek.com/
https://www.startpage.com/


What Else?

Additional useful information



Additional Considerations

• Be careful what files/applications you download.
• Files and applications may be a source of viruses or malware.

• Consider using an Ad Blocker for enhanced privacy.
• An ad blocker removes distracting ads and makes pages easier to read. 

• Many ads contain malvertising which is a fraudulent act of hiding malware 
within digital ads. 

• Stop your browser from asking to save your passwords
• Allows anyone on your computer or phone access to all your accounts.

• Create strong passwords and enable two-factor authentication (2FA)



VPN

• A virtual private network (VPN) is a mechanism for creating a secure 
connection between a computing device and a computer network, or 
between two networks, using an insecure communication medium 
such as the public Internet.

• Encrypts your internet traffic and routes it through your VPN 
provider's server before connecting to a website or another online 
service. 

• VPNs can be used to bypass geographic restrictions, shield your 
activity on public Wi-Fi, and hide your real IP address when browsing.



Browser Isolation

• Browser isolation, also known as web 
isolation, is a security solution that 
contains your browsing activity in an 
isolated environment like a virtual 
machine, sandbox, or the cloud, 
barricading your device from the 
inherent risk of online browsing.

• Files and information are isolated to 
that browser session, when finished 
the session and all the information is 
deleted.

• It provide an additional layer of 
security by keeping the activity in an 
isolated environment



Antivirus Software

• Antivirus software, also known as 
anti-malware, is a computer program 
used to prevent, detect, and remove 
malware or Software that is created 
specifically to help detect, prevent 
and remove malware such as viruses. 

• Antivirus software gives your devices 
an added layer of protection, and 
comes with some handy extra 
features that'll safeguard against a 
wide variety of scams. 
• SPAM
• URL 
• Phishing

• Antivirus software was originally 
developed to detect and remove 
computer viruses.

• Mac users are becoming a target for 
malware.

• Recommended Antivirus Software
• Avast (Free)
• Microsoft Defender (Free with Windows)
• Bitdefender Antivirus Plus
• Norton Antivirus Plus
• McAfee Antivirus
• Webroot Antivirus
• Trend Micro Antivirus Security



Additional Resources

• Cybersecurity & Infrastructure 
Secuirty Agency
• Report a Cyber Issue

• Secure by Design

• Cross-Sector Cybersecurity 
Performance Goals

• Cyber Resource Hub

• Cybersecurity Training & Exercises

• CISA YouTube Channel

• National Cybersecurity Alliance

• Resources and Guides

• Videos and On-Demand Webinars

https://www.cisa.gov/report
https://www.cisa.gov/securebydesign
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cyber-resource-hub
https://www.cisa.gov/cybersecurity-training-exercises
https://www.youtube.com/@cisagov
https://staysafeonline.org/resources/
https://www.youtube.com/channel/UCEPV7NQpkCLeK66gT--cIsg
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